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1 INTRODUCTION AND SYSTEM REQUIREMENTS

1 Introduction and System Requirements

1.1 Introduction

Thank you for choosing an EyeSDN USB recording device. TheSBN USB de-
vices allows you to monitor and record all the informationaofSDN? SO/E1 or ana-
logue telephone line.

The ISDN versions of the product support both the DSS1 or QYFnalling proto-
col and the British protocols (DASS2/DPNSS). These prd®are in widespread use
in Europe and elsewhere. Using the third-party softwar@kegh, a detailed protocol
analysis of both the B and D channel protocols can be mads.canibe used to detect
flaws in your ISDN setup.

The device for analogue phone lines is able to obtain thedal&rty number on out-
bound calls and the calling party number on inbound callsdnoding the DTMF and
V.23 Modem (CLIP) signalling if present. Furthermore, trevides can be used to
record all incoming and/or outgoing calls for playback oalgsis.

Together with this manual you should also have received:

e either a small recording device (EyeSDN USB-S0, EyeSDN WEBEyeSDN
USB-E1) or the PC internal recording card EyeSDN USB-4S errédtording
box EyeSDN USB-4SBx,

e an cable to connect the device to your SO/EL1 line or to youloguna lines,
e 4 Y-Adaptors (EyeSDN USB-4S/-4SBx only),
e an USB-cable to connect the device to your PC and

e an installation CD.

If any of the above mentioned items are missing, please cbtita dealer where you
purchased the device or the manufacturer directly.

1.2 System Requirements

To operate the EyeSDN USB device, the computer must fulftagerequirements.
The device may still operate properly if any of the requiratseare not met, but op-
eration under such conditions is not guaranteed. To useye8[EN USB device your
computer should have:

e a CD drive to load the software,

2Integrated Services Digital Network
Universal Serial Bus



1.3 Safety Advice 1 INTRODUCTION AND SYSTEM REQUIREMENTS

e min. 5 MB to max. 170 MB hard drive space free (depending otallaion

options),

e either a processor with at least a 500 MHz processor clockifmim for single

S0/A2/4S/4SBx device operation) or a processor with at Ba@GHz processor
clock (minimum for single EyeSDN USB-E1 device operation),

e an USB port for each device (SO- and A2-devices can be coediéatan USB

hub alternatively),

e asound card with correctly installed driver (only if plaghkaof recorded calls is

desired),

e the Media Player, only when the recorded calls should bedtiorMP3 or GSM

formats and

e either Windows 2000, Windows Server 2003, Windows XP or \Wasl Vista

Add

(other operating systems may be supported in the future).

itional hard drive space will be required to store reeardalls. A CD- or DVD-

recorder is recommended to simplify archiving of the datae Tecording software
runs as a Windows service and uses about 2 to 15 MB of RAM depamtow many

devi

1.3

1.
2.

ces are connected.

Safety Advice
Please read the manual first and keep it at hand for futteeeree.

Unplug the device from both the ISDN Bus and the computiErbesleaning it.
Never clean it using solvents or detergents.

Do not use the device near water.

Do not place the device on an unstable surface, stand ler tabe device may
fall, possibly damaging it seriously.

Do not attempt to service the device yourself, except iosé instances de-
scribed in the manual. Opening the device may expose yourigedaus volt-
ages or other risks. There are no user servicable parteinsid

Unplug the device and contact qualified service persafinel

(a) liquid has been spilled on it or it has been exposed toaawater.
(b) it has been dropped or the housing has been damaged.

(c) it does not operate normally although the operatinguesions were fol-
lowed.



2 SOFTWARE INSTALLATION

7. Please note: In many countries it is illegal to record calls without thensent
of all or some patrticipants. If you are uncertain which lawplg in your area,
please check the local legislation or consult a lawyer.

2 Software Installation

2.1 Running the Installation Programme

Please install the software before you attach the devideg@dmputer. During soft-
ware installation the device driver is copied to the compsiteard-disk.

B2 EyeSDN USB-A2/50/45/E1 Software Installation

Soivara P ot s mﬂﬂ!
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Figure 1: Select Components to install

2.1.1 Getting Started

When you load the CD into your computer the installation paogme should be
started automatically. If the programme has not been stafter a short while, run
the installation programme manually by doubling-clickitng BANNER icon (ban-
ner.exe) on the installation CD.

Only one programme can be selected and installed at a tinlewRihe on-screen
installation instructions of the chosen programme front $tafinish. Using the in-
stallation assistant (see figure 1) you can then select anptbgrammes for installa-
tion. Not all of the software components (programmes) masnbtalled in order to
use the device. You will find some commentaries about theveoft components in

the following paragraph.



2.1 Running the Installation Programme 2 SOFTWARE INSTALOLAN

2.1.2 Selectable Software Components

You have the choice to install one or more of the following paments:

EyeSDN USB Software: includes the components Call Browser, RestrictedBrowser,
Call Recording Service and Demo Files.

e The Call Browser is a software solution that has been deweeldyy innoventif
Ltd. for the management of recorded calls. It allows:

— to select recorded calls for play-back, deletion or arcigyi
— to sort and to filter data according to certain criteria,
— to listen into telephone conversations, and

— to calculate telephone charges by exporting comma-seuhiats (see
Chapter 4.4.3).

The Microsoft programme ".Net" is required to run the CalbBser, and will
be installed if you choose to install the Call Browser. Thdél Beowser is not
necessary to record data, but it will be the application yleatuse most to find,
listen to and manage your calls. If you do not wish to instadl Call Browser,
you can also retrieve the recorded data directly from trgetattirectory to play
or analyse it.

e RestrictedBrowser is a reduced version of the softwaretisol(Call Browser.
This software component will only show the saved conversatior a specific
amount of time. The protocol data and configurations diadogte not acces-
sible by the user of this version. The installation of RestdBrowser makes
sense when the reduced viewing and use of the saved callsdsitdficient for
subsequent evaluation or when the user should only be allaweess to a part
of a conversation.

e The Call Recording Service is necessary for the recordidgstorage of data. It
must be selected upon installation of the EyeSDN USB so#iwara computer
to which the EyeSDN USB device is connected. If the EyeSDN W&Bvare is
being installed on a computer which will only be used for thaleation of saved
data and to which no EyeSDN USB device is connected, them#tallation of
the Recording Service is not absolutely necessary.

e Recordings of the B and D channels, speech data and CDR datvaitable
as Demo Files for test purposes. These files are not requiretié device to
function and do not have to be installed. If you have only wigd the soft-
ware without the actual device then installing the demo tiwsdd be useful for
carrying out evaluation of the software.

8



2 SOFTWARE INSTALLATION 2.1 Running the Installation Pragnme

Lame MP3 Converter: The installation of the Lame Converter is optional, but use-
ful if you want to use the programme GoldWave. The LameCdayenakes possible
to convert WAV files into MP3 files in GoldWave.

GoldWave Wave-Editor: GoldWave is a WAV editor that allows you to play and
process speech files. The installation CD comes with a slaaeeversion of this soft-
ware, which is limited to 150 operations per session and ammanr of 3000 opera-
tions in total. You can obtain a full licence for GoldWaveheit from innoventif Ltd.
or directly from GoldWave Inc. Further information abouistiprogramme available
on the GoldWave homepage www.goldwave.com. This programwenebe used to
convert speech files from WAV format into MP3 format and tthgreompress them.
However, WAV files can also be played with the Microsoft MeBiayer, so it is not
essential to install GoldWave.

It may happen that although GoldWave has been installedy\#¥¢ files open
automatically in the Microsoft Media Player. You can chatige by right-clicking on
one of the WAV files, moving the cursor to "Open With" and chogs'GoldWave"
from the list of programmes. Checking the box marked "Alwapen file with this
programme” will ensure that in future all WAV files will be aped and played with
GoldWave.

Wireshark Protocol Analyser: The EyeSDN USB software can produce trace files
readable by Wireshark. Wireshark is a network analysisvewé that allows you to de-
code packets or messages used by various protocols. Wikaslaailable for a num-
ber of platforms and is covered by the GNU public license chtwan be found on the
CD. The source code for Wireshark can be found free of chdrgevev.wireshark.org.

You only need to install Wireshark if you intend to analyséwgek communica-
tions. It is not required for call recording and playback. ifstall Wireshark, run
wireshark-setup-x.y.z.exe (where x.y.z denotes the @ersimber) on the installation
CD. After selecting an installation directory the necegs$ies will be copied to hard-
disk. Trace files use the file extension *. TRC by default. lfiymuble click on such a
file, you will be asked with which programme it should be opken8elect Wireshark
and check the “Always open file using this programme” box teoagte Wireshark
with *. TRC files in the future.

Network protocol analysis requires a basic understandingpmputer commun-
ications. If you are not an expert on computer networks wemenend to not install
Wireshark, as this will save disk space.

Adobe Acrobat Reader: This manual can also be found on the installation CD. To
read the manual in POfyou need to run Adobe’s Acrobat Reader programme. If this
has not already been installed on your computer, you caaliitftom the CD by run-
ning AcrobatReaderSetup.exe in the 3rdparty folder. If paefer the printed version

4Portable Document Format



2.2 Diriver Installation 2 SOFTWARE INSTALLATION

of the manual you do not need to install Acrobat Reader. Thllssewe considerable
disk space.

2.1.3 Completing the Installation

Close the installation assistant using the “Exit” buttort®mll of the selected pro-
grammes have been installed.

2.2 Diriver Installation

Please install the software first before you attach the éetdcyour PC. During the
software installation the device driver is copied to thedhdisk. The device should be
detected by Windows after you had connected it to you complitthe device is not

detected, either a driver is already installed or there isoblpm with the hardware.
Please check the cabling, Windows version and USB port befontacting technical
support.

Upgrade Device Driver Wizard

Locate Driver Files y,
“w'here do you want Windows to search for diver files?

Search for driver filez for the following hardware device:

% FTDI FTEUZ2 Device

The wizard searches for suitable drivers in its diiver database on your computer and in
any of the fallowing optional search locations that pou specify.

To start the seaich, click Mest. If you are searching on a floppy disk or CD-ROM drive,
inzert the floppy disk or CD before clicking Mext.

Optional search locations:
[~ Floppy disk drives

< Back I Mext > I Cancel

Figure 2: Select Driver’s Location

If the device has been detected, Windows will search itsedrdatabase for a
known driver for the newly detected hardware. Since theadeigs not yet known
to Windows, it will request a driver. Select “Search for atahle driver” and click
“Next”. You will then be asked to specify the location of thever, as shown in figure
2. Please select the directory where the software hasledthd let Windows search
this folder for a driver information (INF) file. When the dewhas been selected Win-
dows may warn you about the absence of a digital signatuesasBIclick “Next” or
“Continue with Installation” to proceed. Windows will coitepe the installation of the
driver and may request a restart. If asked to do so, pleat@trése computer before
continuing with the software installation.
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3 HARDWARE INSTALLATION 2.3 Uninstall

2.3 Uninstall

The EyeSDN USB software can be uninstalled by selectingt'Stam the task bar,
then "All Programs/EyeSDN/Uninstall". This uninstall hahe Call Recording Ser-
vice and, if it was installed, the Call Browser. The drivef[(H FTD2xxUSB Drivers),
the Wireshark programme, GoldWave and Microsoft’s ".Netisirbe uninstalled sep-
arately by selecting "Start” from the task bar, then "Cdnanel/Add or Remove
programs”. If you are performing the uninstall in order tetall an update, only the
EyeSDN USB Software (see chapter 2.4) needs to be unirtstalle

2.4 Update

The installation CD contains the latest version of the safenat the moment of pur-
chase. Updated or enhanced versions of the software carubd tm the download
page of our website at www.innoventif.com. In order to ilgta update, the existing
version of the EyeSDN USB software must first be uninstaked chapter 2.3). Then
the downloaded "Update-x.x.x.exe" file can be started aachéw software version
will be installed. It is a good idea to save the filter rulesdosefyou uninstall, since
these will otherwise be deleted.

3 Hardware Installation

3.1 EyeSDN USB-S0

3.1.1 Device Description

The EyeSDN USB-S0 is a small device. It does not need a sepgaoater supply, the
device requires very little power and uses the USB port of ymmputer to draw its
supply current. There are no user adjustable componentseotetvice, everything is
configured by call-recording software from your computdguife 3 shows a picture
of the device explaining the connectors and indicators.

11



3.1 EyeSDN USB-SO 3 HARDWARE INSTALLATION

@
®)

®
TE/B2 LED —1]
NT/B1LED — 1]

USB Connector ﬂ EyESDN USB-S0

Layer 1 LED —+ 1l

— ISDN Connector 1

1 Serial Number

SOMO00000

— ISDN Connector 2

Power LED — 1

@

Figure 3: EyeSDN USB-S0 Device Overview

The USB Connector is used to connect the device to the comantethe ISDN
connectors are used to attach the device to the ISDN lineteTdre four bi-coloured
LEDs® (red/green). These LEDs indicate the state of the devicepempkrties of the
ISDN line. Table 1 explains the meaning of the different LE&&s.

LED off red yellow green
TE/B2 || no TE Signal| TE Signal TE Signal OK B2 active
Polarity Error
NT/B1 || no NT Signal| NT Signal NT Signal OK B1 active
Polarity Error

Layer 1| nolLayerl1 | Layer1active] USB transfer | Layer 2 active

Power || Device is off | no Line Power| Emergency Power ISDN powered

Table 1: LED Indicators of EyeSDN USB-S0

3.1.2 Connecting to the Computer

To connect the EyeSDN USB-SO tester to your computer, atinelend of the USB

cable supplied to an unused USB socket on your computer andtkier end to the

EyeSDN USB-S0. Alternatively, if your computer does noténavree USB port, you

can use an USB hub. If you intend to operate multiple devisegya single computer,
install the software first and then attach one device. Whenrstitware is running,

attach the other devices and they will be detected autoaiigt@nd numbered by the
software in order of their detection. If all devices are @ted before the software is
running, then the device numbering depends on USB Bus atibrtr.

SLED: Light Emitting Diode

12



3 HARDWARE INSTALLATION 3.1 EyeSDN USB-SO

*TE Signal
fNT Signal

1 2 3 4 5 6 7 8

Figure 4: Assignment of RJ45 Socket for ISDN-2 Lines

3.1.3 Connecting to the ISDN-Bus

The EyeSDN USB-SO0 passively monitors the signals of the ISDNbus. To achieve
this, the device must be connected to the bus. To do thataviealhas two identical
RJ45 Western Modular sockets, either of which can be usedrnpect the device to
the ISDN line. Because there are two sockets, no additicatahpanel is required to
add the device to the bus. Follow the steps below to install$#DN connection:

e Disconnect the ISDN cable from your ¥Hevice (usually your telephone),
e and connect it to either of the EyeSDN USB-S0’s RJ45 sockets.

e Then use the supplied ISDN cable to connect the other RJ4&estx your
telephone.

o Lift the receiver of the telephone: If you can hear a dial toeerything has
been installed properly.

Alternatively to the above described process you can ussupplied ISDN cable to
connect the SO device with the second socket of the NTBA (NetwWermination
Basic Access) or SO bus patch panels.

Please note that you are not able to receive calls when ycorthect your tele-
phone during installation. Since installing the cable dakes a short time, this should
not cause a problem. If you have more than one device on thE B, choose the
TE device closest to your computer to minimize the cabletleng

Please note: The latest revisions of the EyeSDN USB-SO0 #i@ized by a firmware
download every time you start your computer. This procesgtalee up to a minute.

6Terminal Endpoint
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3.2 EyeSDN USB-E1 3 HARDWARE INSTALLATION

3.2 EyeSDN USB-E1

3.2.1 Device Description

The EyeSDN USB-E1 is a small recording device for ISDN priyrate lines. It does
not need a separate power supply, the device requires veeydower and uses the
USB port of your computer to draw its supply current. Ther @o user adjustable
components on the device, everything is configured by thevaoé on your computer.
Figure 5 shows a picture of the device explaining the cormmeetnd indicators.

(7 )
USB/Error/Data — 1]
Layer 1, 2, 3 ACt|V|ty 74. ol ISDN Connector 1
o
o
uss cOnnector{EyeSDN USB-E1 & serainumbr
—
Ll
NT Signal's State — 1l [ ISDN Connector 2
TE Signal's State —1l

Figure 5: EyeSDN USB-E1 Device Overview

There are four bi-coloured (red/green) light emitting disdLED). These LEDs
indicate the state of the device and properties of the ISDBI. liTable 2 explains the
meaning of the different LED states.

LED off red yellow green

USB no power | USB Error USB active Software active

Layer no Layerl| Layer 1 active| Layer 2 active | Layer 3 active
NT signal || not active| no Signal | NT Signal present G.704 Signal

TE signal || not active| no Signal | TE Signal present G. 704 Signal

Table 2: LED Indicators of EyeSDN USB-E1

The LED indicating activity of the various protocol layerstbe ISDN gives an
indication of the state of the E1-line. If there is no layerciiaty, there is a physical
problem with cabling or synchronization. If the layer 1 isiag, but there are no data
frames the LED stays red. If protocol frames (layer 2 agt)vitre detected, the LED
turns orange. Finally, if there are calls active (i.e. inmected state) the LEDs colour
will be green. The NT-signal and TE-signal LEDs help to lecatoblems if there is
no layer 1 activity or synchronization.

14



3 HARDWARE INSTALLATION 3.2 EyeSDN USB-E1

Layer 1 active (LED red): A functioning connection to the nearest switching centre
has been established. Both communication end-points seondect signal and are
synchronized.

Layer 2 active (LED yellow): An exchange of data packets is taking place through
this connection and the line is available for use.

Layer 3 active (LED green): Telephone calls are currently active on this line. This
could mean one call or up to 30 calls simultaneously.

3.2.2 Connecting to the Computer

To connect the EyeSDN USB-EL1 tester to your computer, attaehend of the USB

cable supplied to an unused USB socket on your computer andtkier end to the

EyeSDN USB-E1. If you intend to operate multiple devices\gs single computer,

install the software first and then attach one device. Whenrstitware is running,

attach the other devices and they will be detected autoaiigtiend numbered by the
software in their order of detection. If all devices are @ted before the software is
running, then the device numbering depends on USB Bus atibrtr.

Please note that you should not use an USB hub with the EyeSDN USB-E1. The
EyeSDN USB-EL1 is using more than 50% of the available banithwaflan USB 1.1
interface. If multiple devices should be operated on theeseaomputer please make
sure that each device is connected to a different USB hodgtaitan. Neighbouring
USB ports on a mainboard are often connected to the same USRBdrtroller via an
USB root. No two EyeSDN USB-E1 devices may be connected tedhee USB host
controller due to the high rate of data transfer. If probleshsuld arise with the op-
eration of more than one E1 devices on one PC, we recommengathary different
USB ports or different combinations of connections.

3.2.3 Connection to the ISDN Line

The EyeSDN USB-E1 monitors the ISDN E1-line passively, dhviligh impedance.

The device has two identical RJ45 Western Modular sockatspbwhich can be used
to connect the EyeSDN USB-E1 to the ISDN line. As there aredwakets, no further

cable distributor (Y-cable, patch panel) is necessary tmeot the device to the line.
Unfortunately, different sockets and cables are used ®Ethor S2M connectors.

If your system still uses asymmetrical cabling with 2 coaxiables with 75 Ohm

characteristic impedance, you will require two T-junc8and an adaptor (coaxial to
RJ45, baluf). These components are available as accessories. Theustaidning

"palun is the short form for balanced/unbalanced

15



3.2 EyeSDN USB-E1 3 HARDWARE INSTALLATION

for the balanced variant of the E1/S2M connectors uses ah €althector and a cable
with 120 Ohm characteristic impedance, in which pins 1 and 2and 5 are each
assigned a pair (Figure 6). The EyeSDN USB-E1 uses this mjnas standard, and
you will require a special patch cable if your pinning is difint. Please indicate the
pinning of your RJ45 socket when ordering this cable.

t TE Signal
( rf NT Signal

Figure 6: Balanced RJ45 Socket for ISDN-30 Lines

If the connection between the NTPM and the terminal equigrtien telephone
system) in your system leads through a patch panel, simpilyasti the EyeSDN USB-
E1 parallel to the telephone line by connecting an RJ45 pedbke (contained in the
package) from the patch panel to one of the device’s two IS@iikets. That completes
the installation for this configuration. Otherwise the cection must be interrupted
briefly in order to install the EyeSDN USB-EL1. In this casegde proceed as follows:

e Disconnect the ISDN cable with the RJ45 connector from thét&ininal end-
point) device (usually the telephone system),

e and connect it to one of the EyeSDN USB-E1’s two RJ45 ports.

e Use the delivered patch cable to re-establish the conmetdithe endpoint de-
vice by connecting it to the EyeSDN USB-E1’s other RJ45 port.

e The protocol resynchronization may take a while (up to 15ut@s), but unfor-
tunately it is difficult to tell in this state whether the re@syronization is taking
place or whether the device has been cabled wrongly. Howerercan see on
the EyeSDN USB-E1 device whether or not the TE and NT pairsea@ving a
signal with the correct G.704 framing. If this is the case,dlvice has been ca-
bled correctly and the line will resynchronize itself. Imtgoting the line causes
alink alarm in the central office which will be reset after aam period of time.

16



3 HARDWARE INSTALLATION 3.3 EyeSDN USB-4S/-4SBx

e The EyeSDN USB-E1 should only be installed in productiveeys at off-peak
times (such as in the evening or at the weekend), as calls mm&ysbwhen the
connection is interrupted, potentially leading to finahwases.

Please note: The EyeSDN USB-EL1 is initialized by a firmwanerdoad every time
you start your computer. This process may take up to a minute.

3.3 EyeSDN USB-4S/-4SBx

3.3.1 Device Description

The EyeSDN USB-4S is an internal PC card. It will be connettetthe USB socket
of the PC mainboard. The EyeSDN USB-4SBx is a recording boixhwis used as
an external device. The box will be connected to the USB pioat BC. Both ISDN
recorders do not need a separate power supply, the devipaisereery little power
and use their USB ports to draw their supply current. Tabley@a device overview.

Device Case USB ISDN LED
EyeSDN | installed inside a| USB connector | 4xISDN2| 4
USB-4S | computer, no case Type A
EyeSDN external device | USB socket Type B 4x ISDN2 | 4

USB-4SBx|| with black case | Standard USB cabl

(D

Table 3: Overview EyeSDN USB-4S and EyeSDN USB-4SBx

There are no user adjustable components on the hardwargtherng is configured
by the call-recording software from your computer. Figurehdws a picture of the
device explaining the connectors and indicators.

17



3.3 EyeSDN USB-4S/-4SBx 3 HARDWARE INSTALLATION

ISDN SO Connector 1

ISDN SO0 Connector 2

EyeSDN USB-4S
- | EyeSDN USB-4SBx

ISDN SO0 Connector 3

ISDN SO Connector 4 225%5%|— USB Connector
/2777

©)

Light emitting diodes (bi—colored red/green)

Figure 7: EyeSDN USB-4S/-4SBx Device Overview

There is only one LED for each connected SO interface. Tabbkgpains the meaning
of the different LED states.

LED State Display

Green blinking Device Power, USB transfer

Red blinking not enabled

Red permanent || Layer 1 active

Yellow permanent| Layer 2 active

Green permanent| Layer 3 active, Channel bugy

Table 4: LED Indicators of EyeSDN USB-4S

3.3.2 Connecting to the Computer

To connect the EyeSDN USB-4S tester to your computer, yoa taause the supplied
special USB cable to attach it to your mainboards internd® ld&cket.

Figure 8 shows the USB socket of a mainboard. The dots represes and the
numbers represent pin numbers.

18



3 HARDWARE INSTALLATION 3.3 EyeSDN USB-4S/-4SBx

2 6 8 10
1 7 9

Figure 8: Mainboards internal USB Socket

The pins have different definitions which are described lohet®

PIN no || Definition

power +5V

power +5V
USB1 D-
USB2 D-
USB1 D+
USB2 D+
GND

GND

No Pin

No Connection

Ol N|OO|O|B~|W|IDN

[EY
o

Table 5: PIN Definition

The provided USB cable has following pin assignment:

Colour || Signal
red +5V
white || D-
green | D+
black | GND

Table 6: USB Cable Assignment

The red plug will connected with pin 1 or pin 2. Pin 9 and pin 1i0 fae uncon-
nected.
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To connect the EyeSDN USB-4SBx to your computer, you can ustaradard USB
cable to attach it to an USB-port. Alternatively, if your cputer does not have a free
USB port, you can use an USB hub. In both cases connect theertdeof the cable
to the EyeSDN USB-4S.

If you intend to operate multiple devices using a single cotap install the soft-
ware first and then attach one device. When the software rsnignattach the other
devices and they will be detected automatically and nunableyehe software in their
order of detection. If all devices are attached before ti@vaoe is running, then the
order of detection and device numbering depend on USB buseration.

3.3.3 Connecting to the ISDN Line

The EyeSDN USB-4S/-4SBx passively monitors the signalsoaf fSDN S0-buses
(BRI). To achieve this, the device must be connected to tbNI8nes. To do that,
the device has four RJ45 Western Modular sockets, eithéesktcan be connected to
a different ISDN line via the external Y-adaptors that yooeieed together with the
device.

If your SO line has a spare RJ45 socket you can directly cdrtheaevice with-
out using the four Y-adaptors. The Y-adaptor contains teation resistor internally.
Make sure that you do not have too many termination resistéhe SO bus.

iTE Signal
+

NT Signal

1 2 3 4 5 6 7 8

Figure 9: Assignment of RJ45 Socket for ISDN SO-Lines

Follow the steps below to install the ISDN connection usimg Y-adaptor:

e Take an Y-Adaptor and connect it to one of the four RJ45 saukigte EyeSDN
USB-4S/-4SBx device.

¢ Disconnect the ISDN cable from your ¥Bevice (usually your telephone).

8Terminal Endpoint
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e Connect the free end of the ISDN cable to either of the two &gtdrs RJ45
sockets.

e Then use the supplied ISDN cable to connect the other Y-AuntaiRJ45 socket
to your telephone.

e Lift the receiver of the telephone: If you can hear a dial toeserything has
been installed properly.

Repeat these steps to connect the other three ISDN intsrface

Please note that you are not able to receive calls when ycorthect your tele-
phone during installation. Since installing the cable dakes a short time, this should
not cause a problem. If you have more than one device on thN{8I3, choose the
TE device closest to your computer to minimize the cabletleng

Please note: The EyeSDN USB-4S/4SBx is initialized by a fiamendownload every
time you start your computer. This process will take up to aute.

3.4 EyeSDN USB-A2

3.4.1 Device Description

The recording of data from analogue lines is enabled by tleSBPWN USB-A2 device.
The analogue recording device gets its power from the USBgigtour computer.

The EyeSDN USB-A2 decodes the DTMF and V.23 Modem signa(lfgS-300-
659-1). So that the device detects the Caller-1D (Callentifieation) and further dial
information (e.g. called party number) and displays therGatl Browser, if present.
Furthermore, the EyeSDN USB-A2 device can also be conneotether analogue
lines, such as a taxi or household radio. With this sort oheation recording takes
place by voice activation. The necessary configuratiomggstfor this type of use are
explained on page 31, table 10.

Figure 10 shows a picture of the device explaining the catmng@and indicators.
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e N\
Power / Ring Pulse |
| <
offhook / Recording | @ — Connector Line A
Caller-ID detected | @ 35 o
o
o
USB Connector % EyESDN USB—AZ éf Serial Number
N
<
Power/RingPulse | l m L — Connector Line B
()
offhook / Recording | Bl -5
Caller-ID detected

Figure 10: EyeSDN USB-A2 Device Overview

There are no user adjustable components on the device tlewverys configured
by the software on your computer. The USB connector is usedrinect the device to
the computer and the connector line A/B are used to attactighiee to the analogue
telephone lines.

The device can monitor two analogue lines simultaneousinguthe connectors
for line A and line B. There are four bi-coloured (red/gre&®Ds’. These LEDs
indicate the state of the device and of the line. Table 7 éxpldne meaning of the
different LED states for line A. The LED states for line B halie same meaning as
for line A.

LED red yellow green
Line A: No Line | Ring Pulse| Lineis
Power / Ring Pulse Power present | powered
Line A: Caller-ID | Telephone| Recording
off hook, Caller-ID, Recording detected| is off hook | of calls

Table 7: LED Indicators of EyeSDN USB-A2

3.4.2 Connecting to the Computer

To connect the EyeSDN USB-A2 tester to your computer, attechend of the USB
cable supplied to an unused USB socket on your computer andtkier end to the
EyeSDN USB-A2. Alternatively, if your computer does not eafree USB port, you
can use an USB hub.

Your computer should detect the device and you can procetboting installation
of the software as described in section 2. If you intend tor@igemultiple devices

SLED: Light Emitting Diode
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4 THE EYESDN USB SOFTWARE

using a single computer, install the software first and th&ch one device. When the
software is running, attach the other devices and they wiltlbtected automatically
and numbered by the software in their order of detectionll ifi@vices are attached
before the software is running, then the device numberipgaés on USB Bus arbit-
ration.

Tip (a)
f( Ring (b)

1 2 3 4 5 6

Figure 11: Assignment of RJ11 Socket

3.4.3 Connecting to an analogue Line

Use the cables you received together with the device to abriine EyeSDN USB-A2
to the telephone lines. Each RJ11 Western Modular Sockkeatdvice can be use to
monitor one analogue phone line. A RJ11 socket has six PIN$é.3Rand PIN 4 are
connected with both lines (Tip and Ring) of the analogueptadme interface.

Connectors for analogue telephone lines vary from countecptintry, please make
sure that you ordered the package for your country.

Please note: The EyeSDN USB-AZ2 is initialized by a firmwaredoad every time
you start your computer. This process will take up to a minute

4 The EyeSDN USB Software

4.1 Introduction

The recording software comprises two parts. The first pahtasCall Recording Ser-
vice, a Windows service, which automatically records anv@sahe data. This service
is necessary for the use of the EyeSDN USB devices. The wayhiohwthe Call
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4.2 The Call Recording Service 4 THE EYESDN USB SOFTWARE

Recording Service works can be influenced by the configuraitings described in
the section 4.3. The second part is the Call Browser, a pnog@developed by in-
noventif Ltd. for the administration of the recorded files.

Using an EyeSDN USB device and its software you are able to:

e record, play and archive telephone calls,

record and analyse data calls,

log and decode the D channel protocol,

generate charge information and telephone use informé&iohilling or con-
trolling,

support the installation of ISDN devices by using the deasdest equipment
with protocol analysis support.

The recorded data will be stored automatically by the CalidRéing Service (see
Chapter 4.2). Audio files will be stored to your hard disk in Wirmat using mono
or stereo A-LAW encoding with a sample rate of 8000Hz.

There are the following categories of recorded data:

e the audio contents of phone calls (stored for example as WaW)fi
e the protocol frames of a data call (stored in a suitable tfacaat),
¢ the protocol frames of the D channel (stored as a trace file),

¢ call related data (one record per call stored in databasesf)r

The file formats used for each category can be modified to suit pyeeds. The
recorded data can then be processed off-line using the jaipgi® programmes like
GoldWave or Wireshark.

4.2 The Call Recording Service

The conversation data is recorded by a Windows service anogie called Call Record-
ing Service. This service is a separate programme which eaobtrolled from the
Call Browser or the Windows service control manager.

The Windows’ service control manager can be found by selg¢start” from the
task bar, then choose "Control Panel". Please proceed idowiriControl Panel” as
follows: "Pick the category: Performance and Maintenanc#ick a Control Panel
Icon: Administrative Tools” / double-click on “Service$”

1%Dpescribed for Windows XP System
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o 5
% Services

Flle nAction  Yiew Help
= EEE @ »

G oervices ioeal) 4, Services (Local)

EyeSDN-USE ame | Description | status | startupType | Logonas | &

g Manual Netwark 5.
Started  Automatic Network ..
. started Local System

pDistributed Transac...
$3DNS Cient

Error Reporting Ser...
%Event Log

8 EyeSDN-Manager
EyesDN-U5E

Start the service

Descriptian:
15D recording service

%Fast Liser Switching... Provide:
pHelp and Support

Marual Local System
Automatic Local System
Disabled Local System
Marual Loeal System
Manual Local System
finternet Connectio. .. Provides ... Marual Local System
B IPSEC Services ManagesL.. Started  Automatic Local System
Ylogical Disk Manager  Detectsan.. Started  Automatic Local System
WLogical Disk Manage... Configures. . Marual Local System

T T 5 T o 415 B 5 A 238 o I ol o o

"\ Extended { Standard

Figure 12: Windows Service Control Manager

The Call Recording Service name of the software for the E)¢8I3B products is
"EyeSDN-USB". By highlighting the “EyeSDN-USB” and cligkg either the symbol
for “play” or “stop”, the EyeSDN USB software will be eithetasted or stopped. The
start properties of a service specify whether or not it igsteautomatically when the
computer is switched on. You can choose between a manuglatémmatic start or
disabled. Automatic start is the default setting after thiésgare installation.

Another possibility is to use the Call Browser. To start apsthe Call Recording
Service select the entry “Settings/Service” from the Catiidsser menu.

It is useful to stop and restart the Call Recording Servicgoii have changed any
software parameters. The service will use the settingsttf@ind when it started for
the duration of its execution.

4.3 Configuring the Service

4.3.1 Configuration Dialogue

Parameters that influence the Call Recording Service cahdregged in a configuration
dialogue. This configuration dialogue is found under thetiBgs/Devices” tab on the
menu bar of the Call Browser programme. If the EyeSDN dewsdeeing used with-
out the Call Browser programme, this dialogue can be founecty under Start/All
Programs/EyeSDN USB/Service Configuration. A screenshiti® programme can
be found in figure 13.
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@, EyeSDN USB Recording Service Parameters (Service is running) g]
Eil= Edit Help

Ring kemom Settings

Storage Dirctory |C:4Program FileshinnoventifEyeSON USBFiles =]

+] [100 —| MB

Storage Mode ([IFTEEIT

Metwark Parameters

TCP Port Numnber [~ Enable Network Access

List of Devices

Edit

[
Cancel
oK |

Cancel Apply

Figure 13: Parameter Settings Utility

Please note that the default values were chosen carefuljyamantee smooth op-
eration and do not generally require adjustment. We recamdrtteat you only change
the parameters if you are acquainted with the operationettftware and its para-
meters and if the parameters you wish to change are necdéssgour intended usage
of the device.

Any changes performed in this dialogue will only take effaiter the Call Record-
ing Service has been restarted (described in chapter 4@)saVe your parameter
changes and close the dialogue choose File/Save and thgEslick the “OK” but-
ton. The “Apply” button allows you to save and use the newirsgstwithout closing
the dialogue window.

The configuration dialogue is divided into two areas: adesits can be made to the
general parameters in the first and parameters can be setdoirelividual device in
the second dialogue (see paragraph 4.3.3 Configurationvat®e

4.3.2 Global Settings

The general parameters include Ring Memory Settings (§édbarectory and Storage
Mode), Network Parameters and List of Devices.

Storage Directory: The Storage Directory is a parameter of the Ring Memory Set-
tings and indicates where on the hard drive the data is stok#decorded data are
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saved automatically to this directory. It is not absolutedégcessary to change the de-
tails of this directory. Recording Files will not be savedhis storage directory if you
specified a different storage directory for the connectedSBN USB device in the
window “Configuration of device” (see on page 30).

@, EyeSDN USB Recording Service Parameters (Service is running) E]
Eil= Edit Help

Ring kemom Settings

Storage Directony |C:\Program FileshinnoventifEyeSON USE\Files

+] [100 —| MB

Storage Maode ([IFSTERIE

Limited to
archive every day
TCP Port Number | archive every week twork, Access
archive every month
archive every quarter
archive every B months
List of Devices archive eveny year

Metwark Parameters

Edit

Remave

s

QK. | Apply Cancel |

Figure 14: Storage Mode

Storage Mode: The Storage Mode field offers the possibility of either stgrthe
recordings for stipulated periods of time or defining the sitmemory available. The
“limited to" setting enables the necessary memory for tlvendings to be limited.
When the allocated disk space is full, the oldest data willlbleted automatically so
that new recordings can be saved. The value “unlimited”esdé&fault setting, which
means that there is no limit for the amount of memory allat#derecorded data. This
could, in the worst case, eventually lead to a full hard driidne minimum value
that can be entered is 100 MB. One minute of non-compressedded speech uses
approximately 1 MB of memory. If particular calls are not te deleted they can be
archived, as described in Chapter 4.4.4.
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Storage Mode Explanation

unlimited no memory limit on the hard disk

limited to restriction of memory for recordings to a certain size
archive every day a new folder is created every day in which the

archived recordings of the day are saved

archive every week weekly allocation of the recordings

archive every month || recordings make within the month are saved
on a per folder basis

archive every quarter | a new folder for the recordings is created every 3 months

archive every 6 months six-monthly sub-division of the saved files

archive every year recordings made within a year are saved in a folder

Table 8: Overview of Storage Mode

The allocation of the recordings to certain time-defineddéo$ means it is possible
to sort large amounts of recorded files in advance.

TCP Port Number: This parameter sets the TCP port number for the network serve
port of the Call Recording Service. If the value is set to @Qyoek access is disabled.
This server port is not necessary for basic operation of thkk Recording Service

or the Call Browser. However, there are third party appiocet that extract ISDN
data from distributed devices over the network. In this casable the TCP port by
assigning it a valid port number. The default port numbeties service is 20000.

List of Devices: The List of Devices panel shows the serial numbers of all ef th
EyeSDN devices connected to the computer. Click on a nunmb#rei list with the
left mouse button to select it. The “Remove” button remowesahosen serial number
from the list. This erases all settings for this device. Tleéadlt settings will be
automatically re-entered once the device is connectecettd 8B interface again. The
“Edit” button opens a further dialogue window in which adjagents can be made to
the selected device.

4.3.3 Configuration of Device

After selecting a serial number in the first window “EyeSDNcBe&ling Service Pa-
rameters” and clicking the “Edit” button, a further windowemns containing the set-
tings of the selected device. The dialogue title bar alsevshehich device has been
selected. The following parameters can be changed in timdaw (see figure 15).
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@, Configuration of device (SOMD0392-A)
General Settings

Device Name |1

Ciyptographic Key (2] [ [rmmnes

Storage Directory | J
™ O
File Faormats
B Audio Fomat [ysa - CDR Format ’m

B Trace Format EpeSDN >
B Fax Format [y - Decoder Format [pogq -

D Trace Format [Eypesph -
Frefilter Rules
00 - record-70-in Save
01 - record-70-out
02 - noFecording
Load
New | Edt | e | C Bamave,

Cancel

Figure 15: Device Settings

Device Name: Multiple devices connected to the same computer are disshgd
by their serial number, which is visible at one side of theickev To ease identifica-
tion, each device may be assigned a name. As a default thessraae numbers, that
indicate the order of device attachment. If you intend to msétiple devices, attach
them one by one after the software has been installed.

If the Call Recording Service is running the devices are nenadb in the order of
their appearance on the Universal Serial Bus. Later you ssig@a logical name to
the device to simplify searching for specific recordingsnight be a good idea to use
the name of the owner of the telephone or the telephone numilarames must be
unique, do not use the same name twice and do not use “or” imatine.

Cryptographic Key: Itis also possible to save recorded calls in encrypted feon,
the opening and playing of these calls can only be perforrfted the correct key has
been entered. To encrypt the speech data, select the tracatftRC4 Encrypted” in

the field “B Audio Format”. Furthermore, each device can usiéfarent encryption

key which can be entered in the field “Cryptographic Key”.&Bkeenter the key twice.
The second entry is used to verify the correctness of thellyliyped key. When you

wish to open and listen to encrypted calls you will be prordpteenter the key that
has been used for encryption (shown in figure 17 on page 39).
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Storage Directory: You can set a separate storage directory for every EyeSDN USB
device which you have connected to your computer. This phaeeis useful if you
have to manage the call recording files of different compaaraisers on single com-
puter. The recording files of each EyeSDN USB device are sawedparate direct-
ories. So every user can manage their own files without haatingccess to the other
recording data.

Please note: If you have chosen a device-specific storage directory yga tachange
the directory in the Call Browser’s Settings/Directory mehis is important since
otherwise the Call Browser will not show any saved recordileg.

The Call Browser reads saved recording data from the stalimgetory which is cre-
ated by default during the software installation. You witidithe standard storage
directory in configuration dialogue in field “Storage Direqt’. If you change the
storage directory for the connected device no data will bedan the standard storage
directory. Therefore you have to specify the changed seodagctory in the menu
Settings/Directory. That means you refer to the deviceifipestorage directory in
this dialogue.

If you connected multiple EyeSDN USB devices and adjustezlacd-specific storage

directory for each device in configuration dialogue you dtiaypen the Call Browser

several times (once for each user group or device). Thefap8tdrage Directory can

be set in each Call Browser's menu bar “Setting/Directo8d.you are able to manage
the recorded data of each connected EyeSDN USB device selpara

Swap NT and TE Signals: If you have swapped incoming and outgoing calls, then
you must tick the corresponding box. This box is only actwvben you use an Eye-
SDN USB-E1.

D Channel only: If you wish to use the EyeSDN USB-EL1 to record D-channel data
for protocol analysis only then the corresponding box medidked.

File Formats: You can adjust the storage format of the B and D channel'safaté
the CDR data. If you no longer wish to save the data of the B amthdhnels or of
call detailed records (CDR), you can deactivate the stoohdfeese data by choosing
“Disabled”. Then the disabled data category will no longerstored after the service
is restarted. Table 9 shows the recommended values.
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Parameters Meaning recommended Value

B Audio Format File format of voice data WAV
B Trace Format File format of data calls EyeSDN

B Fax Format File format of fax data WAV
D Trace Format File format of data calls EyeSDN

CDR Format Format of Call Detailed Record data CSsv

Decoder Format*/ || Specification of signalling protocol/ DSS1, DASS2
Analogue Line Type* Type of analogue connection

Table 9: Configuration of parameters

*Upon connecting the ISDN device EyeSDN USB-S0, EyeSDN U=B-as well
as EyeSDN USB-4S to the computer a configuration settindqifDecoder Format”
will appear. If the analogue recording device EyeSDN USB##&\2onnected to the
computer, then the type of analogue connection should bsechio this field.

You will find the meaning of the other formats in the followitgbles. The most
of them are specific to special applications of certain costs. So changing these
formats is generally not recommended.

Format Meaning

G.711 Stereo Recording and storage of voice data in Stereo,
coded in G.711 Format, 128 kBit/s

G.711 Mono Recording and storage of data in Mono, 64 kBit/s

G.711 TE Recording and storage of outgoing voice channel only,
coded in G.711 Format, 64 kBit/s

G.711NT Recording and storage of incoming voice channel only,
coded in G.711 Format, 64 kBit/s

MP3 Mono Storage of calls in MP3 format (compressed, 8 kBit/s)

GSM Mono Storage of calls in GSM format (compressed, 13 kBit/s)

MP3 TE, MP3 NT || Compressed storage of incoming or outgoing

GSM TE, GSM NT|| calls in MP3 (8 kBit/s) or GSM format (13 kBit/s)

Raw B-channel Raw B channel data (128 kBit/s)

RC4 Encrypted Encrypted storage (128 kBit/s)

Table 10: Overview of Audio Formats
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All audio-recordings will saved as a WAV file. The adjustaBledecs change the for-
mat of the WAV file and influence the file size. The compressehge of the speech
files in MP3 or GSM format requires a Windows Codec, which witly become
available when the Media Player is installed.

Format Meaning

PCAP Trace Format of libpcap

Toshiba Trace Format of Toshiba ISDN router
EyeSDN Native Trace Format for the EyeSDN products
Actris, TRN,TRM || Trace Formats of the company Actris

Tek RF5 Trace Format of the company Tektronix

Table 11: Overview of Trace Formats

Format Meaning

DSS1 European signalling protocol

DASS2/DPNSS| Signalling protocol used in Great Britain

Public Line Standard configuration for analogue telephone connections

Voice Activated| Configuration for voice activation using analogue conrogrsi

small PBX Configuration of the type of connection for the use
of smaller telephone switches with analogue extensions

Table 12: Overview of Decoder Formats

Prefilter Rules:  You can decide which telephone calls should be recorded on an
individual basis for each device (Recording Filter). To Histyou create filter rules,
which are then automatically applied to each call as it asean&du can create a new
rule by clicking the button “New”. You can change existindgesusing the “Edit”
button and remove them using the button “Remove”.

Once atelephone conversation begins, the rules govetmérgctording are checked
one after the other, beginning at the top. As an expedienbiusges depends on their
order, they can be moved about the list using the buttons ‘WpDown”. The rules
which have been set up can be saved and reloaded. Savinglésesa good idea
before installing an update. A detailed explanation of degjfilter rules can be found
in section 4.6.
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4.4 The Call Browser

4.4 The Call Browser

4.4.1 Layout of the Call Browser Window

As described in Chapter 2.1.2, the Call Browser helps you anage the recorded
calls. It produces a clearly laid out list of the recordedscahd thus enables a quick
overview of the important information relevant to each cgalich as telephone number

or time of call. The main window of the Call Browser has fourimareas:

e the main menu,

e the action buttons,

¢ the tabs with the data grids and

e the status bar.

Erase Button

Play Button

Main Menu [

% Call Browser

Menu Bar “Fis [ edt shttings | Help

Archive Button

Refresh List Button

Automatic Refresh Button

Action Buttons

Tabs with the Device | Fiom To | Channel| Service | Date Fal | Duralion fC0|Umn_5
" 3 1 Anonymos T B2 ITELEPHONY  Mi23Me 2005163114 0 Od00OLIE of the List
Data Grids List of 1 Anonymous 110 Bl WITELEPHONY  Mi,23M2005.162423 0 04000333
recorded 1 Anonpmous 110 B2 KITELEPHONY  Mi23Mw2005.124751 0 04000013
1 100 [ B2 3CITELEPHONY  Mi23Me2005.124416 0 04000013
Data 1 100 [ B SKITELEPHONY  Mi23Me2005.123434 0 04000000
5 5 100 Bl SKITELEPHONY Do 17M=2005.163433 0 04000009
Demo 034357081 (30357863 B2 OKITELEPHONY  Fr2eMaizoo4imieos 0 wwo® _ || Decrypted
Demo 0303357881 (30357953 B2 WITELEPHONY Mo 17Mal 2004182201 0 04000019 Calls
Demo  fnompmous  U33ET9EE Bl MO_TELEPHONY  Ful4MaiZ004 143024 0 040000
Demo  fnompmous  U0G35T98R Bl MCTELEPHONY  Mi14Am 2004163274 0 04000019
Status Bar Service i nning Call n pragress: 0 Stored call: 8 Listed entries: 10 Selected entries: 0 y

4.4.2 Status Bar

The status bar will give you information about the state efdcording system. The

Figure 16: Layout of the Call Browser

status bar is refreshed together with the lists in the datésgrif you disable the
automatic update of information, the number in the statusight be out-of-date. In
this case, perform a refresh operation first (see chaptet)4 ¥ou will find following

information in status bar of the Call Browser:
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Status Bar Meaning

Service is running/ current state of the Call Recording Service
is stopping/ is stopped

Calls in progress number of current calls

Stored calls number of stored calls in menu “Voice Callg”
Listed entries number of calls in the current display list
Selected entries number of selected calls in the display list

Table 13: Fields of the Status Bar

4.4.3 Tabs

The tabs of the Call Browser’s main window allow to select¢htegory of the lists in
the data grid to be changed. The following five tabs are availa

e "Voice Calls",
e "Data Calls",
¢ "D Channel",
e "CDR"and

e "Calls in Progress".

Clicking a tab selects the data view of the correspondinggmay. The lists allow to
select one or more entries for processing. All entries odteckn be selected by either
dragging the mouse or more quickly by pressing Control-Aa tecord is selected it
can be played, erased or archived. See section 4.4.4 foremiew of the action
buttons.

Voice Calls Tab: The call related data of the recorded audio calls are listedble
form and sorted according to the default criteria “Date”.cltéine contains the call
related data of one recorded call. If the recorded file exc@edertain size, the file
will be split up into smaller files and displayed over sevéiras. The individual files
are numbered increasingly, and this number is listed in cthenecn marked "Part" (see
table 14). Chapter 4.3 describes how to change the maximersifi.
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Columns|| Meaning

Device Device’s name or number

From Number of caller

To Number of receiver

Channel || Used channel

Service | ISDN service/bearer type

Date Date and time of the call

Part Part number of splited up files

Duration | Length of call

<> Display call origination: inbound or outbour|d

Table 14: List of recorded Calls

The column contents are explained in the column headings.c@h related data
can be sorted according to other criteria than the defattihgs. To do this, click on
the head of the column representing the criteria accordimnghich the data should be
sorted. An arrow will appear to the right of the heading tovemhether the data was
sorted in ascending or descending order. Another click erctthumn header changes
the sort order.

The columns “Service” shows the ISDN service/bearer tygechvis detected by
the Call Recording Software (see table 15). The using ofie@characteristics is op-
tional. That means that an encoding of DATA_UR_64K can be fisea X.25 dial-in.
However, a digital end-to-end connection is only guarashtede established if a dig-
ital bearer is requested on call setup. ISDN telephonesitissr SPEECH (common
speech) or more specifically 3K1_ TELEPHONY.

Analogue interfaces can be used for fax, modem (data) gshieley. Some ISDN
switches allow the configuration of bearer type for each@ma port. This is not pos-
sible on analogue telephone lines. All analogue calls wikignalled as AUDIO_3K1.
This may be fax, modem or speech.
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Short Name Explanation

SPEECH Speech, which is signalled by ISDN telephone

DATA _UR_64K Unrestricted digital data 64 kbits/s, e.g. internet diplRPP
DATA 56K Digital Data 56 kbits/s, robbed bit (7 bit per Byte)
AUDIO_3K1 Audio 3,1kHz, e.g. speech/fax'modem of analogue intesf
7K_AUDIO Audio 7kHz, telephony with higher sample rate and code¢

3K1_TELEPHONY

ISDN telephony, which is signalled by ISDN telephone

7TK_TELEPHONY

Audio 7kHz, telephony with higher sample rate and code¢

VIDEO Video conference over a B channel

VIDEO_7K Video conference over two B channels
VIDEO_TEXT Video text over B channel

VIDEO_TEXT_NEW || Video text, alternative coding

X21_UC_19 X.21 over B channel, e.g. data lines for POS terminals
X25 BCHAN X.25 over B channel, e.g. Datex-P

FTAM_APP File Transfer Application (data transfer)
EURO_FILE Euro File Transfer (data transfer)

FAX_GR_ 4 FAX group 4 (digital fax)

FAX_3C FAX group 3C (analogue fax with digital transfer)
FAX GR_2 3 FAX group 2 or group 3 (analogue fax)

Data Calls Tab:

Table 15: Overview of ISDN service

If there is a ISDN-connection that is used to transfer datavden

computers the Call Recording Service does not create a WAMdil it. Instead the
data is stored as a trace file. This trace file can be openedWwyreanalysis software
(e.g. Wireshark) and the data exchange between the two mescban be analysed.

An example of such a data call is included in the demo files.pAcl application
of a data call is a dial-in internet connection to an intesevice provider. Using the
EyeSDN USB device and its software you can restore the ctstdisuch an internet
session. See section 5.1.1 for a short introduction to pobtmnalysis.

D-Channel Tab:

ISDN switches and telephones use a computer protocol tainego

ate the setup and release of telephone calls. This proteeslaidedicated data channel
called the D Channel. This channel contains all call relatéatrmation (e.g. call time
and duration, called and calling party numbers, beareic®gaic.).
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The EyeSDN recording service will log the data frames of théHannel protocol
to a trace file. This data is very helpful when there are proble/ith the ISDN line or
ISDN switches or PBXs have been misconfigured.

The D Channel trace data can be opened and decoded with keinalysis soft-
ware (e.g. the programme Wireshark that is included on te&liation CD). See
section 5.1.2 for a short introduction to protocol analysis

CDR Tab: CDR (Call Detailed Records) store the data of recorded redislatabase
format (CSV, comma-separated list), which can be imporiedxternal programmes
such as Microsoft Excel for further editing. This can be usedalculate and list the
telephone charges of several telephones, whose data haselbeeded by the EyeSDN
USB devices.

The CDR files are stored in .CSV format. Which programme yata®pen these
files depends on the software installed on your PC. Suitalolgrammes are Excel or
StarOffice, but you can also import the data into many SQLb#ete@s. If you have
not previously specified which programme should be used,capuchange this by
right-clicking a CSV file in the directory, selecting "Openti/ and clicking on one
of the programmes in the list, such as Excel, with which suels 8hould be opened
in the future. You can also use this method again to changeetiieg and to choose a
different programme.

Calls in Progress Tab: The "Calls in Progress" tab shows the calls that are cugrentl
taking place and are being recorded. The "Play" button offenBle and the call can
be played back. The call will be automatically entered ih®'toice Calls" list when

it is finished.

4.4.4 Action Buttons

There are five icon buttons, called Action Buttons, "Pla§rdse”, "Archive”, "Auto-
matic Refresh” and "Refresh List”, which have similar fuoais for all tabs.

Play: A call must be chosen or highlighted to be played back. Thi®ige by click-
ing on the desired call. Using the “Ctrl” or “Shift” key andeglmouse you can select
multiple calls. Pressing Control-A selects all calls. Btk black arrow, which ap-
pears on the very left, and the coloured highlighting showctvisall has been chosen.
By clicking the "Play" button (icot® ) the file will be opened for play-back in Gold-
Wave, assuming GoldWave has been set as the default appliéat opening WAV
files. If GoldWave was not installed, the file will open autdioally in the Microsoft
Media Player or in another player programme depending onWbndows settings.
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Erase: The "Erase" button (ico X) can be used to selectively delete specific calls.
To do this, choose the line to be deleted and click on the &ra®n. Open files,
which are currently being written, cannot be deleted.

Please note that if you use the Storage Mode then recordadwilabe automat-
ically deleted as soon as the maximum storage size is reacfezl meaning of the
parameter Storage Mode and how to change it is explained apt€h4.3.2, on page
27. In this case the oldest recordings are deleted autoafigitésnd you do not need to
clean up manually.

Archive: Individual calls can also be archived selectively. Thisdsisable if par-
ticular calls are to be stored for a longer period of time dhdy are to be stored in a
different directory or on a different media. To do this, chkethe entries to be archived

and click the "Archive" button (ico="). The selected calls will then be copied to the
target directory chosen. The archive function only exptbrésdata to be archived. For
permanent storage on an external media like CD-R or DVD-Rneed a CD/DVD-
drive with write capability and additional software.

Automatic Refresh: When the Call Browser is running the lists are updated when-
ever recorded data is added to the lists. If you want to st@xtivate this automatic

update of data just click this iccE . If it shows green light, the data is automatically
updated. The update may take long if the lists contain thwisaf entries.
In this case the automatic update can be stopped by clickagon until it shows

red light (§). By clicking the icon once more you can enable the automaittate

process again. Data can always be updated by clicking thestebuttor® or by
changing tabs. Stopping automatic update is also usefolufwant to select group of
recordings according to filter rules.

Refresh List: Clicking the “Refresh List” button (icol® ) updates the display data
manually. You may also update the list manually by selectirgmenu entry "Edit/
Refresh” or by changing tabs.

4.5 Decrypting Recorded Calls

If you have activated call encryption (described in the geaph "Cryptographic Key"
on page 29), the lines representing these encrypted cdllbavie a coloured back-
ground. These calls can only be opened and played back iftteat key is entered
for decryption (see figure 17). The default key is the strimgpoventif”.

After the chosen call has been successfully decryptedlibeibdded to the Voice
Calls list as an unencrypted call and can be opened. If treaenypted call is deleted
after playback, the encrypted version will remain in thé IEncrypted calls can also
be decrypted using the application “decrypt”, shown in fegi¥.
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¥ pecrypt Call Recordings x|

Saurce |E:'\Program filegsinnoventifEweSDM USB FileshB-Demo-0303435 Browse |

Drestination |E:'\Program fileshinnoventfEveS DM LISEYFiles\B-Demo-0303435 Browee |

Pazzphraze I

[ Eraze cyphertext after successful decoding.

Drecrypt Cancel |

Figure 17: Decrypt Calls Recording

This is necessary if the Call Browser hasn’t been instaltettbbese calls have been
archived separately. To do this, right-click a selectedileve to "Open With.../choose
program..." and search the local drive for the "Decrypt"leagion in the installation
directory “innoventif”. To ensure that RC4 files are opendthwhis programme in
the future, check the "Always use the selected program ta tps kind of file" box.

4.6 Filter Function

Routine call recording means a multitude of stored callsortter that you can nev-
ertheless find relevant calls quickly and easily, the Cativiaxer programme offers a
series of comfortable instruments for data management.il@t@ment is the Select-
ive Recording Filter (Prefilter). The filter dialogue alloy®u to determine which calls
should be stored at what times. A successive search of red¢@all according to tele-
phone numbers called, time of day or date of the conversatiaralso be performed
in the filter dialogue, named as Postfiltering.

4.6.1 Selective Recording Filter

With the dialogue “Rule Properties” you can define rules thetide which of the

recorded calls are stored or not on the hard drive. The rale®e defined individually

for each connected EyeSDN USB device. If the Recording rHtactive, the rules

are applied to the recorded calls. If no rules have been dkfihe entire data transfer
will be recorded and stored.
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4, Rule Properties @

General Froperties

Fule Hame |recold-?D-0ut

Action of Rule |d0 record j
Probability of Match [in %21 [10p =1 %
|
ISDM Froperties

Origination Address |x v rule matched by
anonymous call

D estination Addrezs |x v rule matched by
anonymous call

Call Direction |AII Callz j

Time Properties

rfroml_l—_|’— i ,—,——||_

only on the following daps of the week
v Mon v Tue v Wed W Thu v Fii [~ Sat [ Sun

Each day

W from (08 =| ;|00 = v to 19 | |00 =«
Ok Cancel

Figure 18: Selective Recording Filter

The dialogue for entering filter rules can be called up bya#lg a serial number
in the configuration dialogue and clicking “Edit” (see chept.3). In the new window
you can then select either the button “New” or “Edit”.

Rule name: We recommend that you assign your rules meaningful namehjsas
saves time if you should later wish to reorder the rule liste ©rder of the rules is very
important, as the rules are checked through from top to botth when executing the
list of rules, the end should be reached without one of thesrbking fulfilled, the call

will be recorded.

Action of Rule: Using the “do record” or “do not record” actions, you can dieci
whether or not the call, if it fulfils the rules, should be sir

Probability of Match:  The probability with which a rule should be applied can also
be set. If the probability is set to 100% then the rule will ayw be executed when all
of its conditions are met. If the probability of the rule ajpption is reduced then even
though all of the rule conditions may be fulfilled, examionatmay continue with the
next rule anyway. This is useful if you wish to randomly rettire conversations held
by one particular number or extension. In this case the fmttyashould be reduced,
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i.e. to 10%. This means that the rule will be applied on avetagvery tenth call that
fulfils its conditions.

Field Meaning

Origination Address| Caller ID

Destination Addresg Calling ID

rule matched by Includes all unknown telephone numbers
anonymous call given as “unknown” or “anonymous”
All Calls Choose this option if you wish to apply the sequence of

[72)

numbers or figures to all incoming and outgoing call

Incoming Calls Choose this option if you wish to apply
the rule to incoming calls
Outbound Calls Choose this option if you wish to apply
the rule to outgoing calls

Table 16: Search Field “ISDN Properties”

ISDN Properties: You can limit the application of the rule to particular teteme
numbers or extensions in the search field “ISDN Propertié&u can find further
details on these search criteria in the tables 16 and 17.

Enter Meaning

? The question mark is a wildcard representing any number,
may be used repeatedly in any sequence in any position
12345677 All numbers between 12345670 and 123456789 fulfil the rule

* The asterisk represents any given sequence of figures
and may only appear once
* All telephone numbers will be examined,;
*123 Only telephone numbers ending with the numbers 123 fulfirtie
123* Only telephone numbers beginning with the numbers 123 thiilrule

12345670 Only this specific telephone number fulfils the rule

Table 17: Description of Wild Card Characters
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Time Properties: The timespan in which the filter rules are applied to calls lsan
defined in the “Time Properties-field. The length of time ihiah the rule is to be
applied can be defined by ticking the “From” and "To” boxesndf boxes are ticked
the rule will always be applied. The rule can also be acti/aiéher for every day of
the week, or only for particular days, e.g. Mondays. You daa define at which time
of day the rule should be applied to recorded calls (“Each’Biajd).

Generate a filter rule (example): All telephone calls will be recorded and stored if
no recording filter rules are established. Setting filteeswdllows you to follow one of
two rationales:

1. the rules can be defined such that all recorded calls aredstut for a few
exceptions, or

2. conversely that no recorded calls are stored but for a &imeld exceptions.

It is easy to create rules under number one; always choosptioa “Do Not Record”
in order to prevent the call being stored.

4, Rule Properties @

General Properties

Rule Mame |nnF|e-:c-rding

&ction of Rule |d0 record ﬂ
Probability of Match %) [00 :I 4
ISDM Properties

Origination Address | v rule matched by
anonyrmous call

Destination Address | v rule matched by
anonymoLs call

Call Direction |,.f_-.‘|| Calls j

Time Properties

ifiom (01 Panuay 2] [2005 e [o1 Panay 7 [2005

only on the following days of the week
W Mon |V Tue v Wed W Thu v Fii v Sat [V Sun

Each day

[~ from : [~ to Z

] Cancel

Figure 19: Rule “NoRecording”

Defining rules for the second situation is somewhat morecdiffi as a rule must
first be created according to which no telephone calls ared{oule “NoRecording”).
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This rule must occupy the last place in the rule list so thisthle will be applied if
the other rule conditions are not fulfilled for the telephca# being examined.

Figure 19 demonstrates how the “NoRecording” rule is defiddter you have created
the rule “NoRecording”, you can then define the remainingsuieeded in order to
store patrticular telephone calls. If, for example, you witsktore all calls to and from
a particular telephone number, you need two rules:

The first rule contains the desired telephone number in thigi@ation Address”
field and the “Outbound Calls” box must be listed in the “Caitdation” field (see
figure 18).

The second rule contains the telephone number in the “CagimAddress” field,
and the call direction is set to “Inbound Calls”. The othdepiione number field
contains in each case the asterisk wildcard character.

J1=TE

Fleaze enter or edit the filker exprezsion [you may uze * az a wildcard character)

Callz fran [caling party nuniber)

includitg I

excluding I

Callz ta [called party nurber)

including I

excluding I
Recorded betwesn  |i: Mi, Jun 23 2004, 12.35.59 =]
and [£Mi, Jun 23 2004, 12.35.59 =]

Cancel

ak |
[ e |

ok device I

Figure 20: Dialogue Postfiltering

Postfiltering:  Postfiltering allows to filter certain records from the litrecorded
calls. By using the filter function, you can call up a list oflpthose calls that fulfil
certain conditions. To do this, select the menu entry “Sdikéct” to open the filter
dialogue (shown in figure 20).

In this dialogue enter the filter parameters and activatethg clicking the "OK"
button. The recorded calls list will now only show the filtérmealls. New calls, which
fulfil the filter conditions, will be added to the list autoricaly.

You can also complete your filter conditions by using the waldl symbol "*".
This symbol may only appear at the start (*10) or at the end)(@Dthe filter con-
ditions, not in the middle (1*0). The filtering can be canedlby selecting the menu
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"Edit/Reset Filter", and once again all calls will be vigiblThe filter conditions will
also be reset when another tab is chosen or when the progrésxameéed.

5 Protocol Analysis and ISDN Installation

5.1 Protocol Analysis

You can use the EyeSDN USB-S0/E1/4S monitor to decode theare traffic to
detect any misconfiguration or software errors. By defauk, software creates D
channel trace files for inspection with Wireshark. See araptl.2 on how to install
this software. Wireshark can decode Q.921 and Q.931 frantkdiaplay them in leg-
ible form. It does not automatically detect errors. You needxamine the protocol
messages to detect any malfunctions.

The EyeSDN USB-SO0/E1/4S also records the data exchangegtinithe D and
B channels and stores this data on the hard drive. Analydisi®fdata can help to
identify misconfiguration, software errors or dialling ptems, among other things.
The recorded data is stored as a trace file. There are diffeawe formats from
which you can choose. The selection takes place in the caafign tool (see chapter
4.3). Wireshark (see chapter 2.1.2) opens automaticalgnveiparticular file has been
opened. An open TRC file, which is currently being writtemrmat be deleted.

@ B-Demo-03034357863-0101911-B2-URG4-14m11d2003-10h34m125-0.trc eal o [ ]

Fie Edi View Go Coplue Anshes Statisics  Help

B =B R[] R[«[»] ©[F[E] Qe #HER

Time Sauice Destination Potocol | Inlfo =

6 0 [i15] | Authenticate-Ragud

7 0.540000 DCE DTE PPP PAP  Authenticate-ack

8 0.540000 DTE DCE PPP CcP  cConfiguration Rrequ

9 0. 540000 DTE DCE PPP IPCP Configuration rRequ

10 0. 550000 DCE DTE PPP IPCP Configuration Requ

11 0.600000 DCE DTE PPP LCP Protocol Reject

12 0.600000 DTE DCE PPP IPCP Configuration ack

13 0.600000 DCE DTE PPP IPCP Configuration Mak

14 0.600000 DTE DCE PPP IPCP Configuration Requ

15 0.610000 DCE DTE PPP IPCP Configuration Ack

16 16. 600000 213.7.181.87 66.33.0.204 TCP 61000 > http [SYM]

17 16. 860000 66.33.0.204 213.7.181.87 TCP http > 61000 [S¥M,

18 16.860000 213.7.181.87 66.33.0.204 TCP 61000 > http [ACK]

19 16. 890000 213.7.181.87 66.33.0.204 HTTP GET / HTTR/1.1

20 16.300000 66.33.0.204 213.7.181.87 TCP http = 61000 [ACK]

21 16.240000 66.33.0.204 213.7.181.87 HTTF HTTR/1.0 302 Mowved

22 14 BAANNN AR 2T N 204 132 7 181 8’7 Tre hrrn s Annn TeTw 1A
H | -

T OIS O=F O P OO T

B PrPP Passward authentication Protocol
code: authenticate-request (Ox0L1)
Identifier: 0x13

=

Length: 14
Epata (10 bytes)
B Peer ID length: 4 bytes
ength: 4 hytes
4 1y )

4 I ) —

0000 FT 02 <0 23 OL 13 00 O 04 47 61 73 74 04 DN ... ¥.... .Gast.E
0010 G
Filer /|Add Expression..| Clear appb

Figure 21: Point-to-Point Protocol, link establishment

44



5 PROTOCOL ANALYSIS AND ISDN INSTALLATICBNI  Protocol Angkis

5.1.1 Data Calls (B Channel)

If there are problems with ISDN data calls (e.g. internetasg, then the device can be
used to analyse the PPRraffic to find dialer problems, wrong password settings or
other link establishment problems. Currently, the sofenem only process B Channel
protocols based on HDLC framing. There is no support for iopietocols like V.110

or V.120. Figure 21 shows a typical PPP link establishmesty@u can see, it is pos-
sible to see the user password and ID. If the internet provsles a challenge/response
based authentication method this will no longer be possiblely the challenge and
the response remain visible. Once the IP link has been edtal] IP packets are
exchanged via this link.

5.1.2 D Channel

Each time the layer 1 goes down on an ISDN Bus, the trace filloged and a new
trace file is created. Therefore, during prolonged periddsaztivity the trace file is
not written to. You can find the desired trace file by checkisgimestamp. Figure 22
shows a D channel protocol dump as displayed by Wireshark.

@ D-Dema-Anonymous-Anonymous-B1-SPEECH-23d03m2004y-10h50mo3s-| =10 x|
File  Edit View Go Caplure Anlyze  Statistics  Help
m o) 5
&]I| @]« s0|F |8 @) 1D X B8l
Tlme I Source ‘ Destination Protocol | Infa I
1 0.000000 User Metwork TEI Identity Reguest |
2 0.,020000 Metwork User TEI Identity Assigned
3 0.040000 Usar Metwork LAPD U P, func=saBmE
Metwork U F, func=ua

s, func=RR, N(R)=1
Q. 931 CALL PROCEEDING
i B )

HeTwark
Hetwark

1
3
~

;
=) T =

T T e
Eq.531
Protocol discriminator: Q.931
call reference value Tlength: 1
call reference flag: message sent from originating side
Call reference value: 01
Message Type: SETUP (0x05)
B eearer capability
Information element: Bearer capability
Length: 3
... 0 0000 = Information transfer capability: speech (0x00)
000 L. = Cudimg standard: ITU-T standardized coding (0x00)
oo oo = Extension indicator: last octer
.1 0000 = 1nformartion tramsfer rate: 64 kbit/s (ox10)
III_'\ <00}

=)

L= Transier moda: Circ II‘\T mode

0000 00 87 00 00 08 0L 01 05 04 03 S0 BN .1
0010 &cC 08 01 80 33 38 34 30 30 30 70 03 80 31 31 7d 1...3840 00p..11%
0020 02 91 81

Filter: /jAdd Expression...| Clear| Applyl [Transfer mode [q931.tranleLF

S —

Figure 22: D Channel decoding

11pgint-to-Point Protocol
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5.2 |ISDN Installation Support

Another application area for the EyeSDN USB-S0/E1 mongdhe installation sup-
port of telecommunications equipment. The device can teteors in the physical

layer by providing information about ISDN bus power, layestatus, signal activity
and wiring polarity. This is all shown at the device by the LEDicators. If the prob-

lem is not of a physical nature but involves software andquoktsettings, the EyeSDN
USB-SO0/E1 can be used to analyse the D and B channels to deteetrors present.
See section 5.1 for details about protocol analysis. Ecudppith a notebook and the
EyeSDN USB device, a technician in the field could detect3lIN related problems.
If the service staff already use notebooks as standard yt8BEN USB-S0/E1 is much
more affordable and comparable than other ISDN test andune@agnt equipment.

6 Frequently Asked Questions
6.1 General Questions

(Questions on the EyeSDN USB devices, their performanderes and compatible
operating systems)

6.1.1 What are the differences between the EyeSDN USB devite

Device Attribute
EyeSDN USB-S0 || Application for ISDN Basic Rate Interface (SO, ISDN2)
Records two channels simultaneously from one SO

EyeSDN USB-E1 || Application for Primary Rate Interface (S2M, ISDN30)
Records up to 30 channels simultaneously from one EL

EyeSDN USB-A2 || Application for analogue Interface

Records calls from up to two analogue lines
EyeSDN USB-4S Application for four Basic Rate Interfaces (S0. BRI)
Records up to eight channels simultaneously from four SO
EyeSDN USB-4SBX| Application for four Basic Rate Interfaces (SO, BRI)
Records up to eight channels simultaneously from four SO

Table 18: Differences of EyeSDN USB Devices
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6.1.2 What happens to the calls if my computer crashes?

The EyeSDN USB device will stop recording calls if your cortgricrashes, although
you can continue to make and receive them. The EyeSDN USBe&&/supplied with
power by the computer, and if this crashes or is turned off the recording device is
off-line. The EyeSDN USB device will automatically resunadl cecording once the
computer is running again.

6.1.3 Which telephone systems are suitable for the EyeSDN B%levices?

All telephone systems, which support the Q.931 or DSS1 (EB8ERN) and British
ISDN protocols as well as analogue phone lines. Differemiamés are supported
for caller-recognition in analogue systems (DTMF before first dial tone and V.23
between dial tones).

6.1.4 Can | connect the EyeSDN USB devices to hand-held contpts, such as
the Microsoft CE?

No. The EyeSDN USB devices are intended for use with PCs dopap These

computers then require either the Windows 2000 or Windowsj@rating systems

and a processor with a clock frequency of at least 500 MHzHer30 and analogue
devices and 2 GHz for the E1 device.

6.2 Questions about Software

(Questions on the Call Browser Software, the programmingstand the Call Record-
ing Service)

6.2.1 Must the Call Browser programme or the software alway$e open or ac-
tivated manually in order to begin recording data?

No. The EyeSDN USB devices are set to automatically recoddséore data by de-
fault. As soon as the computer to which the device is condastirned on the device
begins recording. The Call Browser programme does not ltedve bpen permanently.

6.2.2 What do | need the Microsoft dotNet (.Net) Framework fo?

The Microsoft .Net Framework programme is required to ugeGhll Browser pro-
gramme. It is installed together with the Call Browser, iuyloave chosen to install
this programme.
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6.2.3 The software has been installed as instructed, but | ceive the “..Microsoft
.Net Framework is not loaded” error message when | try to operthe Call
Browser programme?

If the Call Browser has been chosen for installation whetailisg the software, the
Microsoft .Net Framework programme will be installed ausditally. Before it is
installed, the computer is checked to see if this progranmadready present, and if
so, the programme will not be installed. Under certain enstances this verifica-
tion may fail, and you will need to install the programme .N&nually. Insert the
CD provided into the computer and choose either the progmwmtnetfx_eng.exe or
dotnetfx_ger.exe from the “third parties” folder, deperglon whether the English or
German language version is required. A double click wilttsthae installation, and
after the restart the Call Browser should open itself autarally, with no error mess-
age.

6.2.4 Which settings do | need to apply so that only the voicef the caller (such
as the agent) is recorded?

An ISDN connection has two terminals, the NT (network teration) and the TE
(terminal equipment). Both sides broadcast an audio stre@otgoing calls begin
at the TE terminal. Your desired setting can be applied inGa# Browser. To do

this, call up the serial number of the EyeSDN USB device inGa# Browser in the

menu under Settings/Devices and click on "Edit". In the nemdaw, "Configuration

of device", the B Audio Format may be changed in the centrelp&hoose the audio
stream you would like to record, G.711 NT or G.711 TE, fromlike

6.2.5 Why is one of the conversing parties quieter than the ber when replaying
recorded calls?

The EyeSDN USB devices create a digital copy of telephongearsations held over

the telephone line. The recording device has no influencénemuality of the con-

versations, performs no compression and undertakes n@ebafhe causes of this

problem may lie with either the recording (i.e. one of the tel@phone microphones

is quieter than the other) or the playback (soundcard, ggeakledia Player settings).
We also recommend that you check your speakers.

6.2.6 | changed the storage directory and now | don’t see anyadls in the Call
Browser.

If you have chosen a device-specific storage directory yoa ttachange the directory
in the Call Browser’s Settings/Directory menu. This is impat since otherwise the
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Call Browser will not show any saved recording files.

The Call Browser reads saved recording data from the stat@getory which is
created by default during the software installation. Yoll find the standard storage
directory in configuration dialogue in field “Storage Dirext’. If you change the
storage directory for the connected device no data will bedan the standard storage
directory. Therefore you have to specify the changed seodagctory in the menu
Settings/Directory. That means you refer to the deviceifipestorage directory in
this dialogue.

6.2.7 | have renamed the call files. Why does the Call Browserlonger display
them?

The Call Browser only displays those calls that are storeékdersame format as the one
in which they were generated during recording. This allowesdetails to be entered
into the proper columns. If the file name is changed, the filg beaopened directly
from the storage folder or through the File/Open menu of th&\Mayer.

6.2.8 What is the TCP port number in the configuration window for?

The TCP port number is not an IP address, but rather the porbauof a TCP server
port. This allows the recording service to be accessed gosing client software.
Integrators can be supplied with the network interface ifipatons. The network
interface is deactivated if this value is set to zero.

6.2.9 How do | establish a network connection with the compwr to which the
EyeSDN USB device is attached?

This function requires that the PC to which the EyeSDN USBaeis attached (the
recording computer) be connected to a network. Open the “Myn@uter” dialogue
window on the external computer and choose the option “Mafpvhidk Drive” from
the “Tools” tab folder. Enter both the drive letter and théhpaf the recording com-
puter and establish a connection. This gives access to ta@add programmes on the
recording computer.

6.2.10 Which protocols are supported by Wireshark?

Wireshark can decode the Q.921/Q.931 (DSS1) ISDN protptodsPPP/LCP/CCP
protocols and many other IP protocols which are based oethes
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6.3 Questions about Hardware

(Questions on the products hardware, on the LEDs and diffemnection configura-
tions)

6.3.1 The calls recorded through an E1 interface stop on pldyack after approx-
imately 30 to 60 seconds. According to the LEDs device has beeon-
nected properly. There is also an increased bit error rate. Wiat could be
the reason?

There are two possible reasons for interrupted recordimgs: first is bit errors that
could cause a layer 1 resynchronization. This interrupth bwe recording of the B
channel and the updating of the D channel protocol.

e An increased bit error rate could be caused by the way in wthiehrEyeSDN
USB-EL1 device is connected, for example, if it is connectegarallel. We
therefore recommend the following methods of connectiantie@ EyeSDN
USB-E1:

1. Insertion into the line using its own two RJ45 female canioes. This
guarantees that the stub cable is kept short.

2. Keep the stub cable as short as possible if using a pat@l. gane to two
meters long should be fine, but the shorter the better!

3. Using a signal enhancer, or booster, and an additionalinetor on the
EyeSDN USB-E1. This enables distances of several hundréersnto
be covered. If covering the distance between the PC and theector
is problematic, an USB extender can also be used as well a®stdno
(for distances up to 45m). This converts the USB cable togoaye5 or
category 6 and then a second adaptor at the end of the cablertit
back to an USB connector.

e The second cause is that the PC may be too slow. If all 30 clearesoccupied,
the EyeSDN USB-E1 transmits 512 KB/s via the USB interfackisTs equi-
valent to approximately 50% of the actual bandwidth avédddbr bulk transfer.
The PC must be able to continuously process this data rateretdenmend a
processor with a clock frequency >1.5 GHz.

The procedure for finding out which of these two causes iseatdbt of the problem
is simple: record only one active call over the E1 interfalfehe recording is still
interrupted, then it's because of the bit error rate or thaliuof the connection.
Otherwise, we recommend you try a PC with different comptsen
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6.3.2 The device's LEDs don't react, even though the softwarhas been cor-
rectly installed.

Several seconds pass before the LEDs on the installed deacé This time is re-
quired to load certain firmware into the device. If the LEOB aten't lit after approx-
imately 30 seconds, then it could be due to one of the follgwin

1. The hardware (the EyeSDN USB device) is not being receghizy the PC
because the PC was unable to locate the driver during iastadl This can
be checked by opening the tab folder “Settings/Devices’his €all Browser
software. If the device’s serial number does not appeaethatthe bottom then
the driver must be reinstalled, as described in the “Drimstdllation” chapter.

2. Either the windows service or the computer was not restaafter the driver
was installed, the device connected or changes made in ttiegse meaning
that none of these changes have yet come into effect. You itteer elose the
Call Browser programme and restart the computer or mansiatythe windows
service for the recording software. This may be found in thapter “Config-
uring the Service”.

3. If neither points 1 nor 2 have helped to solve the probldmnttry using a
different USB slot or, if you are using an USB hub, a differ&t8B hub and
then restart the windows service or the computer.

4. The ISDN and USB cables provided with the device are natlatindividually
before packaging; although a rare occurrence, it is passiidt one of these
cables may be defective. Please test the cables by exclgahgim with others.
If you have no extra cables available to use, please consact u

5. If none of the above has helped to solve the problem, pleasact us.

6.3.3 | have successfully installed an EyeSDN USB-E1 devioet it is only record-
ing inbound/outbound calls.

In this case if you have not set filter rules in the softwarelisfiguration tool, it is most
likely that the wiring of the TE and NT pairs is swapped. Youndoeed to exchange
the wiring, it is sufficient to check the box “Swap TE and NTrgéiin the device

configuration dialogue (described in chapter 4.3).

6.3.4 Does the EyeSDN USB-S0 device need to be connected diyeto the
NTBA?

The device may be connected directly to the NTBA but may aéscdmnected directly
to a telephone or your telephone system.
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6.3.5 Can the EyeSDN USB device be connected to my internaliziCard and
the SO interface?

Yes, you may connect the device between your internal Eaad and the NTBA
connector.

6.3.6 How many devices can | connect to one computer?

EyeSDN USB-SO and EyeSDN USB-A2: You can connect up to eight EyeSDN
USB-S0/A2 devices to one computer, and can also use an USB\Hwif the recorded
data can be managed from one software.

EyeSDN USB-4S: You can connect up to four EyeSDN USB-4S devices to one com-
puter, and can also use an USB hub to connect up to two devisitmle USB bus.

EyeSDN USB-E1: We recommend that only one E1 device should be attached
per computer, since the data quantity can accumulate vacklguvhen recording

30 channels. If the computer is suitably equipped and eacHdxice has its own
USB host controller, then up to four devices may be connetctethe computer. The
multiple EyeSDN USB-E1 devices should not be connectedrvld®B hub (including

the root hub), as one device alone requires over 50% of thiableadata rate.

6.3.7 What do the “Layer 1 active, Layer 2 active and Layer 3 ative” states
mean on the EyeSDN USB-E1?

Layer 1 active (LED red): A functioning connection to the nearest switching centre
has been established. Both communication end-points seondect signal and are
synchronized.

Layer 2 active (LED yellow): An exchange of data packets is taking place through
this connection and that the line is available for use.

Layer 3 active (LED green): Telephone calls are currently active on this line. This
could mean one call or up to 30 calls simultaneously.
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7 Technical Data

EyeSDN USB-S0

Property Value Unit
Dimensions 76x55x19 mm
Weight 50 g
SO-Interface ITU Standard 1.430
Connectors 2x RJ45 Western Modular
Tests Polarity, Framing, Power, Protocol
Channels 2x (D, B1,B2),E,M, A, Q, S
USB 1.1 and 2.0 (full speed)
Socket USB Type B
Power <90 mA
LEDs 4 x red/green
Disk Space 16 KBytes
(non-compressed WAV file per channel, second and call
Sample Frequency 8000 Hz
WAV Formats A-Law Mono/Stereo, MP3, GSM
Operating System Windows 2000, Windows XP
Windows Server 2003, Windows Vista
Processor Clock min 500 MHz
Disk Space 5-170 MB
Software

Connection to
Telephone System

Point to Point
Point to Multipoint

Table 19: Specifications EyeSDN USB-S0
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EyeSDN USB-E1

Property Value Unit
Dimensions 76x55x19 mm
Weight 50 g
El-Interface ITU Standard G.703/G.704
Connectors 2x RJ45, Western Modular
Tests LOS, AIS, G.704 Framing, Protoco
Channels 2x (D, B1, B2....B30)
USB 1.1 and 2.0 (full speed)
Socket USB Type B
Power <150 mA
LEDs 4x red/green
Disk Space 16 KBytes
(non-compressed WAV file per channel, second and call
Sample Frequency 8000 Hz
WAV Formats A-Law Mono/Stereo, MP3, GSM
Operating System Windows 2000, Windows XP
Windows Server 2003, Windows Vista
Processor Clock 2 GHz
Disk Space 5-170 MB
Software
Connection to Point to Point
Telephone System

Table 20: Specifications EyeSDN USB-E1
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EyeSDN USB-4S

Property Value Unit
Dimensions 120x97x13 mm?
Weight 70 g
SO-Interface ITU Standard 1.430
Connectors 4x RJ45 Western Modular
Tests Polarity, Layer 1, Power, Protocol
Channels 8x(B1,B2,D),E,M, A, Q,S
USB 1.1 and 2.0 (full speed)
USB Connector Type A
Power <150 mA
LEDs 4x red/green
Disk Space 16 KBytes
(non-compressed WAV file per second, channel and call
Sample Frequency 8000 Hz
WAV Formats A-Law Stereo/Mono, MP3, GSM
Operating System Windows 2000, Windows XP
Windows Server 2003, Windows Vista
Processor Clock min 500 MHz
Disk Space 5-170 MB
Software
Connection to Point to Point
Telephone System Point to Multipoint

Table 21: Specifications EyeSDN USB-4S
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EyeSDN USB-4SBx

Property Value Unit
Dimensions 120x102x21 mm?
Weight 80 g
SO-Interface ITU Standard 1.430
Connectors 4x RJ45 Western Modular
Tests Polarity, Layer 1, Power, Protocol
Channels 8x(B1,B2,D),E,M, A, Q,S
USB 1.1 and 2.0 (full speed)
USB Socket Type B
Power <150 mA
LEDs 4x red/green
Disk Space 16 KBytes
(non-compressed WAV file per second, channel and call
Sample Frequency 8000 Hz
WAV Formats A-Law Stereo/Mono, MP3, GSM
Operating System Windows 2000, Windows XP
Windows Server 2003, Windows Vista
Processor Clock min 500 MHz
Disk Space 5-170 MB
Software
Connection to Point to Point
Telephone System Point to Multipoint

Table 22: Specifications EyeSDN USB-4SBx
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7 TECHNICAL DATA

EyeSDN USB-A2

Property Value Unit
Dimensions 76x55x19 mm
Weight 50 g
Interface analogue Lines or Phone Lines
Quantity Interfaces 2x analogue interfaces
Connectors 2x RJ11 Western Modular
Tests Power, Caller-ID, off hook,
Ring Pulse, Recording
Signals DTMF, V.23 Modem
USB 1.1 and 2.0 (full speed)
Socket USB Type B
Power <90 mA
LEDs 4x red/green
Disk Space 8 KBytes
(non-compressed WAV file per second and call
Sample Frequency 8000 Hz
WAV Formats A-Law Mono, MP3, GSM
Operating System Windows 2000, Windows XP
Windows Vista, Windows Server 2003
Processor Clock min 500 MHz
Disk Space 5-170 MB
Software
Connection to 2x analogue lines or
Telephone System analogue phone lines

Table 23: Specifications EyeSDN USB-A2
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8 Declarations of Conformity and WEEE

Electromagnetic Compatibility

This Declaration of Conformity is suitable to the Europe&mn8ard EN45014, “Gen-
eral criteria for supplier’s declaration of conformity”.

Applied Council Directive(s): Directives on Electromagnetic Compatibility (EMC)
89/336/EEC as amended by 92/31/EEC and 93/68/EEC

We, Manufacturer:
innoventif Ltd.
Wismarer Str. 44
12207 Berlin

declare under our sole responsibility that the call recagygiroducts :

EyeSDN USB-S0, EyeSDN USB-4S, EyeSDN USB-E1 (ISDN lines)EyeSDN
USB-A2 (analogue line)

to which this declaration relates is in conformity with tiedevant provisions of the
following standards or other normative document(s):

e EN55022:1994(Class A) with amendments A1/A2 to include Radiated and
Conducted Emissions, and

e EN50082-1to include Immunity.

Year of CE Marking: 2003 for EyeSDN USB-S0, 2004 for EyeSDNBJS1 and 2005
for EyeSDN USB-4S/A2

We, the undersigned, hereby declare that the productsfigaeabove conform to the
listed directive(s) and standard(s).

e

Dr. Rolf Fiedler, innoventif Ltd.
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Declaration of Electrical and Electronic Equipment

Statement to the Directive 2002/96/EC of the Europeana&radint and of the council
of 27 January 2003 on waste electrical and electronic eqempfWEEE) and to the
Directive 2002/95/EC of the European Parliament and of thencil of 27 January
2003 on the restriction of the use of certain hazardous anbss in electrical and
electronic equipment (RoHS):

According to the Act Governing the Sale, Return and Envirentally Sound Disposal
of Electrical and Electronic Equipment (Electrical andditenic Equipment Act, or
ElektroG) of 16 March 2005 innoventif is registered as a pomit of their EyeSDN
USB products. The Registration Number is DE 86287401.

After the 24th of November 2005 the Registration Number fritre Clearing
House is displayed on our business stationary. The EyeSDBI p8ducts will be
labled according to the act.

Return and Disposal
Devices of the EyeSDN USB family, which

e are disabled for their original purpose or
¢ will not used any more

should be sent back to the producer innoventif Ltd. for réagoor environmentally
friendly disposal.

If you have some questions about this subject please senerail ¢o info (at) in-
noventif.de.

. e

Sandra Wilkens
Director innoventif Ltd.

WEEE Reg No DE-86287401, 24 November 2005
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